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MepeyeHb ysa3BMMOCTE

Ne OnacHocTb VineHTndrkaTop YA3BMMbIA MPOAYKT BekTop ataku  ocneacTsns Aata Hannne
n/n BbIABEHNS  OOHOBNEHNS
1 | Kputnueckasa CVE-2024-9931 Wux Blog Editor plugin for WordPress CeTeBoW SB 2024-11-04 X
2 | Kpunueckas  CVE-2024-9488 Comme“tsv;gzgfecsf plugin for CeTeBolt SB 2024-11-04 v
3 | Kputnyeckas CVE-2024-9932 Wux Blog Editor plugin for WordPress CeTeBoi WLF 2024-11-04 X
4 | Kpuuueckas  CVE-2024-9501 Wpciz;ita;rLglgui giir}gfvev%‘:’;irrifa' CeTeBolt SB 2024-11-04 v
5 Bblcokas CVE-2024-10467 Mozilla CeTeBoW ACE 2024-10-29 v
6 Bblcokas CVE-2024-10466 Mozilla CeTeBoW DoS 2024-10-29 v
7 Bblcokas CVE-2024-10459 Mozilla CeTteBoW ACE 2024-10-29 v
8 Bbicokas CVE-2024-10458 Mozilla CeTeBoM SB 2024-10-29 v
9 | Kputnyeckas CVE-2024-9369 Google ChromeOS CeTeBoW ACE 2024-10-29 v
10 Bbicokas CVE-2024-7971 Google ChromeOS CeTeBoM ACE 2024-10-29 v
11 Bbicokas CVE-2024-10488 Google Chrome u Microsoft Edge CeTeBoW ACE 2024-10-30 v
12 Bblcokas CVE-2024-10487 Google Chrome 1 Microsoft Edge CeTeBon ACE 2024-10-30 v
13| Bocokas  CVE-2024.9097  AUI0OESKAUOCAD MAutoCAD-based o L ACE 2024-10-30 4

products
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Autodesk AutoCAD n AutoCAD-based

14 Bblcokas CVE-2024-9996 JlokanbHbIN ACE 2024-10-30 v
products

15 | Bbicokas CVE-2024-9489 ~ 1Ut0desKAUtOCAD mAutoCAD-based o o ACE 2024-10-30 v
products

16 |  Bbicokas CVE-2024-8806  \UOdeSKAUtOCAD M AutoCAD-based o L SB 2024-10-30 v
products

17 | Bocokas  CVE-2024799  AUI0OESKAUOCAD MAutoCAD-based o L ACE 2024-10-30 v
products

18 |  Buicokas CVE-2024-7997  AUIOdESKAUOCAD M AUtOCAD-based oL ACE 2024-10-30 v
products

19 |  Buicokas CVE-2024-8587  /UOdesk AUtOCAD and AutoCAD-based o oL ACE 2024-10-30 v
products

20 | Bbicokan CVE-2024-858g  \UOdeskAUtOCAD and AutoCAD-based o oL 0S| 2024-10-30 v
products

21| Bbicokan CVE-2024-8589  /UOdeskAUtOCAD and AutoCAD-based oL 0S| 2024-10-30 v
products

22 | Bbicokan CVE-2024-8500  1UOdeskAUtOCAD and AutoCAD-based o L ACE 2024-10-30 v
products

23| Bbicokan CVE-2024-8591  /UOdesk AUtOCAD and AutoCAD-based o oL ACE 2024-10-30 v
products

24 | Bbicokas CVE-2024-8593  /UI0desKAUTOCAD and AutoCAD-based o o ACE 2024-10-30 v
products

25 Bbicokas CVE-2024-8594 Autodesk AULOCAD and AutoCAD-based JlokanbHbIN ACE 2024-10-30 v

products
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Autodesk AutoCAD and AutoCAD-based

26 Bblcokas CVE-2024-8595 JlokanbHbIN ACE 2024-10-30 v
products

27 | Buicokas CVE-2024-8597  /UI0ESKAUTOCAD and AutoCAD-based o o ACE 2024-10-30 v
products

28 | Buicokas CVE-2024-8508  /UI00ESKAUTOCAD and AutoCAD-based o o ACE 2024-10-30 v
products

29 | Buicokas CVE-2024-8509 ~ /UI0ESKAUTOCAD and AutoCAD-based o o ACE 2024-10-30 v
products

30 | Bbicokan CVE-2024-8600  (UICOESKAUTOCAD and AutoCAD-based oL ACE 2024-10-30 v
products

31 | Bbicokan CVE-2024-9826  /UOdeskAUtOCAD and AutoCAD-based o oL ACE 2024-10-30 v
products

32 | Bbicokan CVE-2024-9827  1UtOdesk AUtOCAD and AutoCAD-based o oL 0S| 2024-10-30 v
products

33 | Bbicokan CVE2024-8506  UTOdeSKAUOCAD nAutoCAD-based o oL ACE 2024-10-30 v
products

34 Bblcokas CVE-2024-38415 Qualcomm chipsets JlokaneHbI ACE 2024-11-04 v

35 Bblcokas CVE-2024-38419 Qualcomm chipsets JlokaneHbI ACE 2024-11-04 v

36 Bbicokas CVE-2024-38422 Qualcomm chipsets JlokanbHbI ACE 2024-11-04 v

37 Bbicokas CVE-2024-38421 Qualcomm chipsets JlokanbHbI ACE 2024-11-04 v

38 Bbicokas CVE-2024-38423 Qualcomm chipsets JlokanbHbI ACE 2024-11-04 v
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39 Bbicokas CVE-2024-23385 Qualcomm chipsets CeTeBoW DoS 2024-11-04 v
40 Bblcokas CVE-2024-38408 Qualcomm chipsets CeTeBon ACE 2024-11-04 v
41 Bblcokas CVE-2024-38403 Qualcomm chipsets CeTeBon DoS 2024-11-04 v
42 Bbicokas CVE-2024-38406 Qualcomm chipsets JTokaneHbI ACE 2024-11-04 v
43 Bbicokas CVE-2024-38407 Qualcomm chipsets JlokaneHbI ACE 2024-11-04 v
44 Bblcokas CVE-2024-38409 Qualcomm chipsets JlokaneHbI ACE 2024-11-04 v
45 Bblcokas CVE-2024-38410 Qualcomm chipsets JlokaneHbI ACE 2024-11-04 v
46 Bblcokas CVE-2024-38424 Qualcomm chipsets JlokaneHbI ACE 2024-11-04 N4
47 Bbicokas CVE-2024-33068 Qualcomm chipsets CeTeBOW DoS 2024-11-04 v
48 Bblcokas CVE-2024-38405 Qualcomm chipsets CeTeBoW DoS 2024-11-04 v
49 Bbicokas CVE-2024-47904  Siemens InterMesh Subscriber Devices  JlokanbeHbIN ACE 2024-10-31 v
50 | Kputnyeckaa — CVE-2024-47901 Siemens InterMesh Subscriber Devices CeTeBoW ACE 2024-10-31 v




KpaTkoe onucaHve: Obxoa besonacHocTn B Wux Blog Editor plugin for WordPress
NaoeHTudmkaTop yassumoctn: CVE-2024-9931

NaeHTndmkaTop NporpaMMHoi ownbkun: CWE-287 HekoppekTHasa ayTeHTUMKaLNS
Yassumbln npoaykT: Wux Blog Editor: ¢ Bepcin 1.0.0 no 3.0.0

KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHume
Cnocob akcnnyataumm: O6xoa npouecca ayTeHTndukaLmm

MocneacTsma akcrnyataumm: O6xos 6e30MnacHoOCTH

PekoMeHAaLMM MO yCTpaHeHW: OrpaHuunTb AOCTYN K YA3BMMOMY MPOAYKTY CPeACTBaMM MEXCETEBOro 3KPaHWPOBaHVS AW ApYrMY
AAMUHUCTPATUBHBIMI MepaMU.

OueHka CVSSvV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[laTa BoisiBneHus / lata obHoBnenus: 2024-11-04 / 2024-11-04
CCbINKM Ha NCTOYHKK:

e http://www.wordfence.com/threat-intel/vulnerabilities/id/494ef738-c900-4d00-8739-3b261586d4ff?source=cve
e http://plugins.trac.wordpress.org/browser/wux-blog-editor/tags/3.0.0/External_Post_Editor.php#L675




KpaTtkoe onvcaHue: Obxoz besonacHocTy B Comments — wpDiscuz plugin for WordPress
NoeHTndmkaTop ys3sumocTn: CVE-2024-9488

NaeHTndmkaTop NporpaMMHoi ownbkun: CWE-287 HekoppekTHasa ayTeHTUMKALNS
YAa3BuMbIA NpoaykT: Comments - wpDiscuz: ¢ Bepcumn 7.6.0 no 7.6.24

Kateropwus ys3BMMOro npogaykra: MpriknagHoe NporpamMHoe obecneyeHume

Cnocob akcrnyataumm: O6xo4 npouecca ayTeHTndukaLmm

MocneacTsma skcrnyataummn: O6xos 6e30MacHOCTH

PekoMeHZaLmn No ycTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAETCH 0duLMaibHbIM MaTyemM BEHAOPA. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbIMI CaHKLMAMK MPOTNB Poccuinckon @eaepalii pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrpaMMHOro obecneyeHums
TO/IBKO MOC/IE OLIeHKI BCEX COMYTCTBYHOLLIIX PUCKOB.

OueHka CVSSvV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[laTa BoisiBneHus / lata obHoBnenus: 2024-11-04 / 2024-11-04
CCbINKM Ha NCTOYHKK:

e http://www.wordfence.com/threat-intel/vulnerabilities/id/b71706a7-e101-4d50-a2da-1aeeaf07cf4b?source=cve
e http://plugins.trac.wordpress.org/browser/wpdiscuz/trunk/forms/wpdFormAttr/Login/SocialLogin.php
e http://plugins.trac.wordpress.org/changeset/3164486/




KpaTkoe onmcaHve: 3annce nokansbHeix Gannos B Wux Blog Editor plugin for WordPress

NaoeHTudwkaTop yassumoctn: CVE-2024-9932

NaoeHTndmkaTop NporpaMmHoin owmnekun: CWE-434 OTcyTCTBME OrpaHyeHIin Ha 3arpy3ky ¢arnos Hebe30macHoro T1na
Yassumbln npoaykT: Wux Blog Editor: ¢ Bepcin 1.0.0 no 3.0.0

KaTteropwus ysi3BuMoro npogykra: [priknagHoe nporpamMHoe obecrneyeHume

Cnocob skcnayaTtaumm: OTnpaBka cneLnanbHO CO34aHHOro BpeLoHOCHOro darna.

MocneacTBmA SKCryaTaumm: 3annce 0KanbHbIX Ganios

PekoMeHAaLMM MO yCTpaHeHW: OrpaHuunTb AOCTYN K YA3BMMOMY MPOAYKTY CPeACTBaMM MEXCETEBOro 3KPaHWPOBaHVS AW ApYrMY
AAMUHUCTPATUBHBIMI MepaMU.

OueHka CVSSvV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[laTa BoisiBneHus / lata obHoBnenus: 2024-11-04 / 2024-11-04
CCbINKM Ha NCTOYHKK:

e http://www.wordfence.com/threat-intel/vulnerabilities/id/c2c0ab2d-1ba9-4a0a-b1fa-bacebe1034eb?source=cve
e http://plugins.trac.wordpress.org/browser/wux-blog-editor/tags/3.0.0/External_Post_Editor.php#L675




KpaTtkoe onucaHue: Obxog 6esonacHocty B Wp Social Login and Register Social Counter plugin for WordPress
NoeHtngmkaTop ys3smumocTtm: CVE-2024-9501

NaeHTndmkaTop NporpaMMHoi ownbkun: CWE-287 HekoppekTHasa ayTeHTUMKALNS

Yassumbl npoaykT: Wp Social: ¢ sepcun 3.0.0 no 3.0.7

Kateropwus ys3BMMOro npogaykra: MpriknagHoe NporpamMHoe obecneyeHume

Cnocob akcrnyataumm: O6xo4 npouecca ayTeHTndukaLmm

MocneacTsma skcrnyataummn: O6xos 6e30MacHOCTH

PekoMeHZaLmn No ycTpaHeH to: JaHHas ya3BUMOCTb YCTPaHAETCH 0duLMaibHbIM MaTyemM BEHAOPA. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbIMI CaHKLMAMK MPOTNB Poccuinckon @eaepalii pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrpaMMHOro obecneyeHums
TO/IBKO MOC/IE OLIeHKI BCEX COMYTCTBYHOLLIIX PUCKOB.

OueHka CVSSvV3: 9.8 AV:N/AC:L/PR:N/UIN/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[laTa BoisiBneHus / lata obHoBnenus: 2024-11-04 / 2024-11-04
CCbINKM Ha NCTOYHKK:

e http://www.wordfence.com/threat-intel/vulnerabilities/id/a4294f5f-d989-4b97-88ee-4e94f4f7845a?source=cve
e http://plugins.trac.wordpress.org/browser/wp-social/tags/3.0.6/inc/admin-create-user.php#L205
e Nttp://plugins.trac.wordpress.org/changeset/3173675/
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KpaTtkoe onvcaHue: BeinonHeHne npon3soabHoOro kosa 8 Mozilla
NaoeHtndurkaTop yszsumoctn: CVE-2024-10467
NaeHTndmkaTop NporpaMmHoi ownekun: CWE-119 BeinonHeHve onepaunii 3a npegenamm bydepa namati

Yassumbln npoaykT: Mozilla:
Mozilla Firefox: ¢ Bepcunn 100.0 no 131.0.3
Firefox ESR: ¢ Bepcun 102.0 no 128.3.1
Firefox for Android: c Bepcin 100.1.0 no 131.0.2
Mozilla Thunderbird: ¢ Bepcimn 125.0 no 129.0

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOb30BaTeNeM CreLyanbHO CO3AaHHOMO BPeAOHOCHOrO daiina.
MocneacTBua aKCNAyaTaLmm: BeinoaHeHe Npor3BOIbLHOIO KoAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbIMI CaHKLMAMK MPOTNB Poccuiickon @esepalini pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrPaMMHOro obecrneyeHums
TO/IbKO MOC/IE OLIeHKI BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/ULR/S:U/C:H/I:H/AH
Bektop ataku: CeTeBou

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[aTa BoigBneHus / lata o6HoBneHus: 2024-10-29 / 2024-10-29
CCbINKM Ha NCTOYHKK:

e Nttp://www.mozilla.org/en-US/security/advisories/mfsa2024-55/
e http://www.mozilla.org/en-US/security/advisories/mfsa2024-56/
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KpaTtkoe onvcaHue: Otkas B obcnyxmsaHum 8 Mozilla
NoeHtTndurkaTop ys3sumocTm: CVE-2024-10466
NaeHTndmkaTop NporpaMmmHoi ownekun: CWE-399 YA3BUMOCTH, CBA3aHHbIE C YNpaBAeHeM pecypcamu

Yassumbln npoaykT: Mozilla:
Mozilla Firefox: ¢ Bepcunn 100.0 no 131.0.3
Firefox ESR: ¢ Bepcun 102.0 no 128.3.1
Firefox for Android: c Bepcin 100.1.0 no 131.0.2
Mozilla Thunderbird: ¢ Bepcimn 125.0 no 129.0

Kateropus ya3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
Mocneactema skcryataumm: OTkas B 06CNYXMBaHUN

PekoMeHZaLmu No yCcTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSAeTCs ouLIManbHbBIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOWM
N BBEAEHHbIMI CaHKLMAMK MPOTNB Poccuiickon @esepalini pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrPaMMHOro obecrneyeHums
TO/IbKO MOC/IE OLIeHKI BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSvV3: 7.5 AV:N/AC:L/PR:N/ULN/S:U/C:N/IN/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[aTa BoigBneHus / lata o6HoBneHus: 2024-10-29 / 2024-10-29
CCbINKM Ha NCTOYHKK:

e Nttp://www.mozilla.org/en-US/security/advisories/mfsa2024-55/
e http://www.mozilla.org/en-US/security/advisories/mfsa2024-56/
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KpaTtkoe onvcaHue: BeinonHeHne npon3BoibHOro kosa B Mozilla
NaoeHtndurkaTop ys3sumoctm: CVE-2024-10459
NoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 icnonb3oBaHWe nocie 0CBOHOXAEHNSA

Yassumbln npogykT: Mozilla:
Mozilla Firefox: ¢ Bepcin 100.0 no 131.0.3
Firefox ESR: ¢ Bepcun 102.0 no 128.3.1
Firefox for Android: c Bepcin 100.1.0 no 131.0.2
Mozilla Thunderbird: ¢ Bepcimn 125.0 no 129.0

KaTeropus ysa3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnyataumm: OTKpbITe MOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTsma skCnayaTaumn: BelmoaHeHe Npor3BOIbHOI0 Koza

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UI:N/S:U/C:N/I:N/AH
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3osatenem: OTcyTcTByeT

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2024-10-29 / 2024-10-29
CCbINKM Ha NCTOYHKK:

e Nttp://www.mozilla.org/en-US/security/advisories/mfsa2024-55/
e http://www.mozilla.org/en-US/security/advisories/mfsa2024-56/
e http://www.mozilla.org/en-US/security/advisories/mfsa2024-57/
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KpaTtkoe onvcaHue: Obxoa besonacHocTy B Mozilla
NaoeHtndurkaTop ys3sumocTm: CVE-2024-10458
aeHTndmkaTop NporpaMmmHor owmnekun: CWE-264 YA3BUMOCTb B yNpaBAeHUN AOCTYNOM, MPUBUNErUAMU 1 Pa3peLleHnaIMm

Yassumbln npoaykT: Mozilla:
Mozilla Firefox: ¢ Bepcin 100.0 no 131.0.3
Firefox ESR: ¢ Bepcun 102.0 no 128.3.1
Firefox for Android: c Bepcin 100.1.0 no 131.0.2
Mozilla Thunderbird: ¢ Bepcimn 125.0 no 129.0

KaTeropus ysa3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnyataumm: OTKpbITe MOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTsma skcrnyataummn: O6xos 6e30MacHOCTH

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UIL:N/S:U/C:H/IEN/AN
Bektop ataku: CeTeBou

B3avMozelcTBme ¢ nosib3osatenem: OTcyTcTByeT

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2024-10-29 / 2024-10-29
CCbINKM Ha NCTOYHKK:

e Nttp://www.mozilla.org/en-US/security/advisories/mfsa2024-55/
e http://www.mozilla.org/en-US/security/advisories/mfsa2024-56/
e http://www.mozilla.org/en-US/security/advisories/mfsa2024-57/
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KpaTtkoe onucaHue: BeinonHeHe nponssoibHOro koda B Google ChromeOS

NoeHTndmkaTop yszsmumocTn: CVE-2024-9369
BDU:2024-08729

NaeHTndmkaTop NporpaMmHoi ownbkun: CWE-20 HekoppeKTHast NpoBepKa BXOAHbIX AaHHbIX

Yassumbln npoaykT: Chrome OS: go Bepcnn 126.0.6478.256

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI

Cnocob skcnnyataumm: OTKPbITVE NONb30BaTeNeM CrneLManbHO CO34aHHO0N BPeAOHOCHONM BED-CTPaHNLbI.
MocneacTBmaA skCrnyaTaumn: BoinoaHeHe npor3BOAbLHOMO KoAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 9.8 AV:N/AC.L/PR:N/UI:N/S:U/C:H/I:H/AH
BekTop ataku: Cetesou

B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2024-10-29 / 2024-10-29
CCbIIKM Ha UCTOYHMK:

e http://chromereleases.googleblog.com/2024/10/long-term-support-channel-update-for_29.htm|
e https://bdu.fstec.ru/vul/2024-08729
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KpaTtkoe onucaHue: BeinonHeHe NnponssoibHOro koda B Google ChromeOS

NoeHtTndmkaTop yszsumocTtn: CVE-2024-7971
BDU:2024-06562

aeHTndmkaTop NporpaMmmHoi owmnekun: CWE-843 [locTyn K pecypcam C UCMOAb30BaHMEM HECOBMECTVIMbIX TUMOB (CMeLLeHVe TUMOB)
Yassumbln npoaykT: Chrome OS: go Bepcnn 126.0.6478.256

Kateropus ya3BMMOro npoaykra: Unix-noLobHble onepaumoHHble CUCTEMbI 1 X KOMMOHEHTHI

Cnocob skcnnyataumm: OTKPbITVE NONb30BaTeNeM CreLanbHO CO34aHHON BPeAOHOCHON BEO-CTPaHNLbI.

MocneacTBmaA skCrnyaTaumn: BoinoaHeHe npor3BOAbLHOMO KoAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLLECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKUMAMK NPoTnB Poccuiickon Pesepalli pekoMeHayeM yCTaHaBNBaTb OOHOBAEHVA NPOrpaMMHOro obecneyeHums
TONBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLMX PUCKOB.

Ouenka CVSSv3: 8.8 AV:N/AC:L/PR:N/ULR/S:U/C:H/IH/AH
BekTop ataku: Cetesou

B3anmogencTeme ¢ nonb3osartenieM: TpebyeTcd

[JlaTa BbigBneHuna / [lata o6HoBnenus: 2024-10-29 / 2024-10-29
CCbINKM Ha NCTOYHUK:

e http://chromereleases.googleblog.com/2024/10/long-term-support-channel-update-for_29.htm|
e https://bdu.fstec.ru/vul/2024-06562
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KpaTtkoe onvcaHue: BeinonHeHe npon3soibHOro koga B Google Chrome n Microsoft Edge
NoeHtTndurkaTop ys3sumocTm: CVE-2024-10488
NoeHTndmkaTop NnporpammHoi owmnbkun: CWE-416 Icnonb3oBaHWe nocie 0CBOHOXAEHNSA

YasBuMmbln NpoaykT: Google Chrome u Microsoft Edge:
Google Chrome: ¢ Bepcun 100.0.4896.60 no 130.0.6723.70
Microsoft Edge: ¢ Bepcum 79.0.309.71 no 130.0.2849.56

KaTeropus ysa3BuMOro npogykra: [NprikiasHoe nporpaMMmHoe obecrneyeHne
Cnocob akcrnyataumm: OTKpbITe MOb30BaTeeM CreLmanbHO CO34aHHOM BPeJOHOCHOM BEO-CTPaHNLbI.
MocneacTsma skCnayaTaumn: BelmoaHeHe Npor3BOIbHOI0 Koza

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H
Bektop ataku: CeTeBou

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/10/stable-channel-update-for-desktop_29.html
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KpaTtkoe onvcaHue: BeinonHeHe npon3soibHOro koga B Google Chrome n Microsoft Edge
NoeHtndurkaTop ys3sumocTm: CVE-2024-10487
NoeHTndmkaTop NnporpaMmHor owmnbkun: CWE-787 3anunce 3a rpaHmuamm bydepa

YasBuMmbln NpoaykT: Google Chrome u Microsoft Edge:
Google Chrome: ¢ Bepcun 100.0.4896.60 no 130.0.6723.70
Microsoft Edge: ¢ Bepcum 79.0.309.71 no 130.0.2849.56

KaTeropwsi ysi3BMMOro npoaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob skcnayataumm: OTKpbITVE MNOb30BaTeNeM CreLyanbHO CO3AaHHO0 BPeAOHOCHOro daiina.
MocneacTBua aKCNAyaTaLmm: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 8.8 AV:N/AC:L/PR:N/UL:R/S:U/C:H/I:H/A:H
Bektop ataku: CeTeBou

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[JlaTa BbigBneHuna / [lata o6HoBneHus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e http://chromereleases.googleblog.com/2024/10/stable-channel-update-for-desktop_29.html
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KpaTtkoe onucaHue: BeinonHeHne nponssonibHoro koda B Autodesk AutoCAD 11 AutoCAD-based products
NoeHTndmkaTop ysssmumocTtn: CVE-2024-9997
NaeHTndmkaTop NnporpaMmHoi ownbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm bydepa namati

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcuun 2025
AutoCAD Mechanical: Bepcin 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025
DWG Trueview: Bepcnn 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOb30BaTeNeM CreLyanbHO CO3AaHHOMO BPeAOHOCHOrO daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinonHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTcs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:.L/ACL/PR:N/ULR/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e http://autodesk.com/trust/security-advisories/adsk-sa-2024-0021
e http://www.zerodayinitiative.com/advisories/ZDI-24-1423/
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KpaTtkoe onucaHwue: BeinonHeHne nponssonibHoro koda B Autodesk AutoCAD 11 AutoCAD-based products
NoeHTnudmrkaTop ys3smumocTtn: CVE-2024-9996
NoeHTndmkaTop NnporpaMmHor owmnbkun: CWE-787 3anunce 3a rpaHmuamm bydepa

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcuun 2025
AutoCAD Mechanical: Bepcin 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025
DWG Trueview: Bepcnn 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOb30BaTeNeM CreLyanbHO CO3AaHHOMO BPeAOHOCHOrO daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinonHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTcs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:.L/ACL/PR:N/ULR/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e http://autodesk.com/trust/security-advisories/adsk-sa-2024-0021
e http://www.zerodayinitiative.com/advisories/ZDI-24-1424/
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KpaTtkoe onucaHwue: BeinonHeHne nponssonibHoro koda B Autodesk AutoCAD 11 AutoCAD-based products
NoeHTnudmrkaTop ys3sumocTm: CVE-2024-9489
NaeHTndmkaTop NnporpaMmHoi ownbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm bydepa namati

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcuun 2025
AutoCAD Mechanical: Bepcin 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025
DWG Trueview: Bepcnn 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOb30BaTeNeM CreLyanbHO CO3AaHHOMO BPeAOHOCHOrO daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinonHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTcs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:.L/ACL/PR:N/ULR/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e http://autodesk.com/trust/security-advisories/adsk-sa-2024-0021
e http://www.zerodayinitiative.com/advisories/ZDI-24-1425/
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KpaTkoe onmcaHuve: O6xoa 6esonacHocT B Autodesk AutoCAD mn AutoCAD-based products
NoeHTndmrkaTop ys3sumocTn: CVE-2024-8896
aeHTndmkaTop NporpamMmHor owmnbkun: CWE-908 icnonb3oBaHe HerHNLMan3npoBaHHbIX PeCypcoB

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcuun 2025
AutoCAD Mechanical: Bepcin 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025
DWG Trueview: Bepcnn 2025

Kateropus ya3B1MMOro Npogykra: MNpriknagHoe nporpaMmmHoe obecreveHue
Cnocob skcrnyataumm: OTKpbITYe MOb30BaTeNeM CneymansHO CO34aHHOM0 BPeAOHOCHOro darna.
MocneacTsma skcrnnyataumn: O6xos 6e30MacHOCTH

PekoMeHZaLmn No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTcs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbBIMW CaHKLUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA MPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSv3: 7.8 AV:.L/ACL/PR:N/ULR/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3anmogelicTBue € nonb3oBartesieM: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e http://autodesk.com/trust/security-advisories/adsk-sa-2024-0021
e http://www.zerodayinitiative.com/advisories/ZDI-24-1426/
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KpaTtkoe onucaHue: BeinonHeHne nponssonbHoro koda B Autodesk AutoCAD 11 AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-7992
NaoeHTndurkaTop nporpammHon owmnbkn: CWE-121 MNepenonHeHve bydepa B cTeke

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025
DWG Trueview: Bepcnn 2025

KaTeropvs ys3B“MOro npogykTa: MpviknagHoe nporpaMmmMmHoe obecrnedeHvie
Crnocob skcnnyataumm: OTKpbITVE MNOb30BaTeNeM CrelyanbHO CO3AaHHOr0 BPeJoHOCHOro daiina.
MocneacTBMA SKCMTyaTaLum: BeiNoHeHVe NPON3BOIbHOMO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTcs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbBIMI CaHKLUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSV3: 7.8 AV.L/AC.L/PR:N/UL:R/S:U/C:H/I:H/AH
BekTop ataku: /IokanbHbIiA

B3anmogelicTBue € nonb3oBaTtesieM: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHws: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e http://autodesk.com/trust/security-advisories/adsk-sa-2024-0021




23

18

KpaTtkoe onucaHue: BeinonHeHne nponssonibHoro koda B Autodesk AutoCAD 1 AutoCAD-based products
NaoeHTudmkaTop yassumoctn: CVE-2024-7991
NaoeHTndmkaTop nporpammHon owmnbkun: CWE-787 3anince 3a rpaHmiamm bydepa

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025
DWG Trueview: Bepcnn 2025

KaTeropvs ys3B“MOro npogykTa: MpviknagHoe nporpaMmmMmHoe obecrnedeHvie
Crnocob skcnnyataumm: OTKpbITVE MNOb30BaTeNeM CrelyanbHO CO3AaHHOr0 BPeJoHOCHOro daiina.
MocneacTBMA SKCMTyaTaLum: BeiNoHeHVe NPON3BOIbHOMO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHSeTcs oduLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOM
N BBEAEHHbBIMI CaHKLUMAMK NPoTnB Poccuiickon Pesepalii pekoMeHayeM yCTaHaBNBaTb OOHOBNEHVA NPOrpaMMHOro obecneyeHums
TONIBKO MOC/Ie OLEHKN BCEX COMYTCTBYHOLLX PUCKOB.

OueHka CVSSV3: 7.8 AV.L/AC.L/PR:N/UL:R/S:U/C:H/I:H/AH
BekTop ataku: /IokanbHbIiA

B3anmogelicTBue € nonb3oBaTtesieM: TpebyeTcs

[laTa BbisBneHus / [lata obHoBneHws: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e http://autodesk.com/trust/security-advisories/adsk-sa-2024-0021
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8587
NaoeHTndrkaTop nporpammHon owmnbkn: CWE-122 MepenonHeHue bydepa B AVHaMUYECKON NaMATH

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob skcnayataumm: OTKpbITVE NOAb30BaTeNeM CrnelnanbHO CO3AaHHOrO BPeAoHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1441/
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KpaTtkoe onvcaHue: MonyyeHne koHeunaeHymansHom napopmaumm B Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8588
NoeHTndrkaTop nporpammHon owmnbkn: CWE-125 YteHne 3a npeaenamn bydepa

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyataumm: OTKpbITVE NOb30BaTeNeM CrelmanbHO CO34aHHOro BPeAOHOCHOro daiina.
MocneacTBua skCnayaTaLmm: NonyyeHvie KOHGUAEHUMaNbHON HOPMaLIN

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1439/
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KpaTtkoe onvcaHue: MonyyeHne koHeunaeHymansHom napopmaumm B Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8589
NoeHTndrkaTop nporpammHon owmnbkn: CWE-125 YteHne 3a npeaenamn bydepa

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyataumm: OTKpbITVE NOb30BaTeNeM CrelmanbHO CO34aHHOro BPeAOHOCHOro daiina.
MocneacTBua skCnayaTaLmm: NonyyeHvie KOHGUAEHUMaNbHON HOPMaLIN

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1437/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8590
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme nocie 0CBOOOXAEHNA

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob skcnayaTaumm: Micnonb3oBaHvie NamsaTi Mocsie ee 0CBOBOXAeHNS
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1436/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudmkaTop yassumoctn: CVE-2024-8591
NaoeHTndrkaTop nporpammHon owmnbkn: CWE-122 MepenonHeHue bydepa B AVHaMUYECKON NaMATH

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOMb30BaTeNeM CreLyanbHO CO3AaHHOO BPeAOHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1435/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoOro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8593
NaoeHTndmkaTop nporpammHon owmnbkun: CWE-787 3anince 3a rpaHmiamm bydepa

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOMb30BaTeNeM CreLyanbHO CO3AaHHOO BPeAOHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1434/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwnkaTop yassumocTn: CVE-2024-8594
NaoeHTndrkaTop nporpammHon owmnbkn: CWE-122 MepenonHeHue bydepa B AVHaMUYECKON NaMATH

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOMb30BaTeNeM CreLyanbHO CO3AaHHOO BPeAOHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1433/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoOro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8595
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme nocie 0CBOOOXAEHNA

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob skcnayaTaumm: Micnonb3oBaHvie NamsaTi Mocsie ee 0CBOBOXAeHNS
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1432/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8597
NoeHTndmkaTop nporpammHon owmnbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm dydepa namati

Yassumbln npogykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOMb30BaTeNeM CreLyanbHO CO3AaHHOO BPeAOHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1431/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8598
NoeHTndmkaTop nporpammHon owmnbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm dydepa namati

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOMb30BaTeNeM CreLyanbHO CO3AaHHOO BPeAOHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1430/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8599
NoeHTndmkaTop nporpammHon owmnbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm dydepa namati

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOMb30BaTeNeM CreLyanbHO CO3AaHHOO BPeAOHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1429/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8600
NoeHTndmkaTop nporpammHon owmnbkun: CWE-119 BeinonHeHve onepaunii 3a npegenamm dydepa namati

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOMb30BaTeNeM CreLyanbHO CO3AaHHOO BPeAOHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1440/
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KpaTtkoe onvcaHue: BeinonHeHne nponssoibHoro koga 8 Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-9826
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme nocie 0CBOOOXAEHNA

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob skcnayaTaumm: Micnonb3oBaHvie NamsaTi Mocsie ee 0CBOBOXAeHNS
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHZaLmm No yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHseTcs oduLManbHbIM NaTyeM BeHAOPA. B CBA3M CO CNoXMBLUENCA 06CTaHOBKO
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1428/
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KpaTtkoe onvcaHue: MonyyeHne koHeunaeHymansHom napopmaumm B Autodesk AutoCAD and AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-9827
NoeHTndrkaTop nporpammHon owmnbkn: CWE-125 YteHne 3a npeaenamn bydepa

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnocob akcrnnyataumm: OTKpbITVE NOb30BaTeNeM CrelmanbHO CO34aHHOro BPeAOHOCHOro daiina.
MocneacTBua skCnayaTaLmm: NonyyeHvie KOHGUAEHUMaNbHON HOPMaLIN

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CIOXMBLLUECA 06CTaHOBKOWM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1427/
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KpaTtkoe onucaHue: BeinonHeHne nponssonbHoro koga B Autodesk AutoCAD 1 AutoCAD-based products
NaoeHTudwkaTop yassumoctn: CVE-2024-8596
NaoeHTndmkaTop nporpammHon owmnbkun: CWE-787 3anince 3a rpaHmiamm bydepa

Yassumbln npoaykT: Autodesk AutoCAD n AutoCAD-based products:
Autodesk AutoCAD: sepcuun 2025
AutoCAD Architecture: Bepcun 2025
AutoCAD Electrical: Bepcnn 2025
AutoCAD Mechanical: Bepcnmn 2025
AutoCAD MEP: Bepcnn 2025
AutoCAD Plant 3D: Bepcun 2025
Autodesk Civil 3D: Bepcinn 2025
Advance Steel: Bepcun 2025

KaTeropwsi ysi3BMMOro npogaykTa: MpuknagHoe NporpaMmMHoe obecneyeHue
Cnoco6 skcnayataumm: OTKpbITVE MNOMb30BaTeNeM CreLyanbHO CO3AaHHOO BPeAOHOCHOro daiina.
MocneacTBUA SKCNAyaTaLmmy: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekoMeHzaLmn No yCTpaHeH Ho: laHHas ya3BUMOCTb YCTPaHSeTcs oduLManbHbIM NaTyeM BeHA0Pa. B CBA3M CO CnoxumBLUECA 06CTaHOBKOM
1 BBEAEHHbBIMW CaHKUMAMK NpOoTNB Poccninckon deaepalimm pekoMeHayeM yCTaHaBAMBaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHus
TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:N/UI:R/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn

B3avMozelicTBIe C nosib3oBatenem: TpebyeTtcs

[Jata BbiaBneHuna / [lata ooHoBnenus: 2024-10-30 / 2024-10-30
CCbINKM Ha NCTOYHKK:

e Nttp://www.autodesk.com/trust/security-advisories/adsk-sa-2024-0019
e http://www.zerodayinitiative.com/advisories/ZDI-24-1438/
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-38415
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme nocie 0CBOOOXAEHNA

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcu
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCAG436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcnm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/ULN/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwnkaTop yassumoctn: CVE-2024-38419
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme nocie 0CBOOOXAEHNA

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcu
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCAG426: BCe Bepcum
QCA6431: BCe Bepcum
QCAG436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcnn
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/ULN/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwnkaTop yassumocTn: CVE-2024-38422
NaoeHTndmkaTop nporpammHon owmnbkun: CWE-190 LienouncneHHoe nepenonHeHmne Uam LNKInMYeckmnii Bo3spat

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcu
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCAG436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCce Bepcnm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/ULN/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwrkaTop yassumocTn: CVE-2024-38421
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme nocie 0CBOOOXAEHNA

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcn
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCA6436: BCe Bepcumn
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA OCI)I/ILI,I/IaﬂbeIM nat4yemMm BeHAOPa. B CBSA3M CO CIOXMBLLENCA 06CTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/ULN/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwnkaTop yassumoctn: CVE-2024-38423

NoeHTudwvkaTop nporpammHon owmbkn: CWE-120 KonupoBaHue cogepxnmoro bydepa 6e3 npoBepkM pa3mepa BXOAHbIX AaHHbIX
(knaccuyeckoe nepenonHeHue bydepa)

Yassumbln NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcmn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcnm
FastConnect 6700: Bce Bepcu
FastConnect 6800: Bce Bepcum
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcun
QAMB8B295P: BCe Bepcmn
QCAG6174A: BCe Bepcun
QCA6391: BCe Bepcum
QCAG421: BCe Bepcum
QCAG6426: BCe Bepcum
QCAG431: BCe Bepcum
QCA6436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCce Bepcnm
QCA6574: BCe Bepcum
QCAG6574A: BCe Bepcun
QCA6574AU: BCe Bepcumn
QCAB595: BCe Bepcnn
QCAB595AU: BCe Bepcumn
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe BEpCUn
QCA8081: Bce Bepcum
QCA8337: BCe Bepcun
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QCA9377: BCe Bepcum

QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCMB8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM
BCe Bepcun

QCS2290: BCe Bepcnn
QCS410: Bce Bepcm

QC54290:
QCS54490:
QCS5430:

BCe BepCcuM
BCe BepCuu
BCe Bepcuu

QCS610: BCe Bepcnm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe Bepcum

QRB5165M: Bce Bepcumn

QRB5165N: Bce Bepcnm

QSM8250: Bce Bepcumn

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcun

Qualcomm Video Collaboration VC1 Platform: Bce Bepcum
Qualcomm Video Collaboration VC3 Platform: Bce Bepcunn
Qualcomm Video Collaboration VC5 Platform: Bce Bepcim
Robotics RB5 Platform: Bce Bepcuu

SA4150P: Bce Bepcn
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SA4155P: BCce Bepcn

SA6145P: BCe Bepcnm

SA6150P: Bce Bepcn

SA6155P: BCe Bepcnm

SA8145P: Bce Bepcn

SA8150P: Bce Bepcm

SA8155P: BCce Bepcum

SA8195P: Bce Bepcn

SA8295P: BCe Bepcum

SA8530P: Bce Bepcn

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcm

SD660: Bce Bepcunm

SD670: Bce Bepcum

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcuy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcuu
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcun
Snapdragon 439 Mobile Platform: Bce Bepcnn
Snapdragon 460 Mobile Platform: Bce Bepcun
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Snapdragon 480 5G Mobile Platform: Bce Bepcum

Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcun
Snapdragon 660 Mobile Platform: Bce Bepcin

Snapdragon 662 Mobile Platform: Bce Bepcuu

Snapdragon 670 Mobile Platform: Bce Bepcunn

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcum

Snapdragon 695 5G Mobile Platform: Bce Bepcuu

Snapdragon 710 Mobile Platform: Bce Bepcunn

Snapdragon 750G 5G Mobile Platform: Bce Bepcun

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcum
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcumn
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcin

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcin
Snapdragon X12 LTE Modem: Bce Bepcum

Snapdragon X55 5G Modem-RF System: Bce Bepcun
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Snapdragon X62 5G Modem-RF System: Bce Bepcum
Snapdragon X65 5G Modem-RF System: Bce Bepcun
Snapdragon XR1 Platform: Bce Bepcuu
Snapdragon XR2 5G Platform: Bce Bepcun
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: BCe Bepcm

SSG2125P: BCe Bepcm

SW5100: Bce Bepcm

SW5100P: Bce Bepcun

SXR1120: BCe Bepcun

SXR1230P: BCe Bepcumn

SXR2130: BCe Bepcnu

SXR2230P: BCe Bepcuun

SXR2250P: BCe Bepcumn

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun
WCD9326: BCe Bepcum

WCD9335: Bce Bepcum

WCD9341: Bce Bepcnm

WCD9370: Bce Bepcuu

WCD9375: Bce Bepcum

WCD9380: Bce Bepcuu

WCD9385: Bce Bepcum

WCD9390: Bce Bepcum

WCD9395: Bce Bepcum

WCN3615: Bce Bepcun

WCN3660B: Bce Bepcin

WCN3680: Bce Bepcun

WCN3680B: Bce Bepcin

WCN3910: Bce Bepcun

WCN3950: Bce Bepcun

WCN3980: Bce Bepcun

WCN3988: Bce Bepcun

WCN3990: Bce Bepcun
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WCN6740: BCce Bepcun
WCN6755: BCce Bepcun
WCN7860: Bce Bepcun
WCN7861: BCce Bepcun
WCN7880: Bce Bepcun
WCN7881: BCce Bepcun
WSA8810: Bce Bepcuu
WSA8815: BCe Bepcum
WSA8830: Bce Bepcuu
WSA8832: Bce Bepcuu
WSAB835: Bce Bepcum
WSA8840: Bce Bepcum
WSA8845: Bce Bepcun
WSAB845H: Bce Bepcim

KaTeropwsi ysi3BMMOro NpoaykTa: TenekoMMyHMKauvioHHOe 0bopyoBaH/e
Cnocob skcnnyaTaumm: HekoppekTHasi MpoBepKa BXOAHbBIX AaHHbIX.

MocneacTeua SKCrnnyataumu: BbinonxeHme Npon3BOJ/IbHOIo KoJa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CNoXMBLLECA 06CTaHOBKOWM
M BBEAEHHbIMW CaHKUMAMK NpoTnB Poccninckon deaepalimm pekoMeHayeM yCTaHaBA1BaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHs

TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.
OueHka CVSSv3: 7.8 AV.L/ACL/PR:L/UIN/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn
B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET
[laTa BoisiBneHus / lata obHoBnenus: 2024-11-04 / 2024-11-04

CCblIKM Ha UCTOYHUK:
e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTtkoe onmcaHue: OTkas B 0bcnyxmBaHum B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-23385
NoeHTnudurkaTop nporpammHon owmnbkmn: CWE-617 HeCaHKUMOHMPOBAHHbIN BbI30B yTBEPXAeHVA

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcu
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcumn
QCAG436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcumn
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

Mocneactema skcnyataumm: OTkas B 06CTyXMBaHUN

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA OCI)I/ILLI/IaﬂbeIM nat4yemM BeHAO0Pa. B ¢BSA3M CO CNOXMBLLENCSA 0OCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.5 AV:N/AC.L/PR:N/UI:N/S:U/C:N/IN/AH
BekTop ataku: Cetesou
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-38408
NaoeHTndmkaTop nporpammHon owmnbkun: CWE-310 YA3BUMOCTH, CBA3aHHBIE C KpUnTorpaduen

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcu
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcun
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCAG436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 8.2 AV:N/AC.L/PR:N/UL:N/S:U/C:H/ILL/AN
BekTop ataku: Cetesou
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTtkoe onmcaHue: OTkas B 0bcnyxmBaHum B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-38403
NoeHTndurkaTop nporpammHon owmnbkn: CWE-126 YteHne 3a rpaHnuen bydepa

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcn
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCA6436: BCe Bepcumn
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun




82

QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

Mocneactema skcnyataumm: OTkas B 06CTyXMBaHUN

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.5 AV:N/AC:L/PR:N/UL:N/S:U/C:N/EN/AH
BekTop ataku: Cetesou
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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42

KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-38406
NoeHTndrkaTop nporpammHorn owmnbkun: CWE-367 CoCTogHMEe roHKK, CBA3aHHOE CO BPEMEHEM MPOBEPKN 1 BPEMEHEM KCMO/b30BaHNA

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcu
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcuy
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCAG436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcumn
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/ULN/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-38407
NoeHTndrkaTop nporpammHon owmnbkun: CWE-367 CoCTossHME TOHKM, CBA3AaHHOE CO BPEMEHEM MPOBEPKM 11 BPEMEHEM LCMOb30BaHI

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcu
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCAG436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/ULN/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbIIKN Ha UCTOYHUK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-38409

NoeHTudwvkaTop nporpammHon owmbkn: CWE-120 KonupoBaHue cogepxnmoro bydepa 6e3 npoBepkM pa3mepa BXOAHbIX AaHHbIX
(knaccuyeckoe nepenonHeHue bydepa)

Yassumbln NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcmn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcnm
FastConnect 6700: Bce Bepcu
FastConnect 6800: Bce Bepcum
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcun
QAMB8B295P: BCe Bepcmn
QCAG6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCAG421: BCe Bepcum
QCAG6426: BCe Bepcum
QCAG431: BCe Bepcum
QCA6436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG6574A: BCe Bepcun
QCA6574AU: BCe Bepcumn
QCAB595: BCe Bepcnn
QCAB595AU: BCe Bepcumn
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe BEpCUn
QCA8081: Bce Bepcum
QCA8337: BCe Bepcun
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QCA9377: BCe Bepcum

QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCMB8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM
BCe Bepcun

QCS2290: BCe Bepcnn
QCS410: Bce Bepcm

QC54290:
QCS54490:
QCS5430:

BCe BepCcuM
BCe BepCuu
BCe Bepcuu

QCS610: BCe Bepcnm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe Bepcum

QRB5165M: Bce Bepcumn

QRB5165N: Bce Bepcnm

QSM8250: Bce Bepcumn

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcun

Qualcomm Video Collaboration VC1 Platform: Bce Bepcum
Qualcomm Video Collaboration VC3 Platform: Bce Bepcunn
Qualcomm Video Collaboration VC5 Platform: Bce Bepcim
Robotics RB5 Platform: Bce Bepcuu

SA4150P: Bce Bepcn




101

SA4155P: BCce Bepcn

SA6145P: BCe Bepcnm

SA6150P: Bce Bepcn

SA6155P: BCe Bepcnm

SA8145P: Bce Bepcn

SA8150P: Bce Bepcm

SA8155P: BCce Bepcum

SA8195P: Bce Bepcn

SA8295P: BCe Bepcum

SA8530P: Bce Bepcn

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcm

SD660: Bce Bepcunm

SD670: Bce Bepcum

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcuy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcuu
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcun
Snapdragon 439 Mobile Platform: Bce Bepcnn
Snapdragon 460 Mobile Platform: Bce Bepcun
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Snapdragon 480 5G Mobile Platform: Bce Bepcum

Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcun
Snapdragon 660 Mobile Platform: Bce Bepcin

Snapdragon 662 Mobile Platform: Bce Bepcuu

Snapdragon 670 Mobile Platform: Bce Bepcunn

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcum

Snapdragon 695 5G Mobile Platform: Bce Bepcuu

Snapdragon 710 Mobile Platform: Bce Bepcunn

Snapdragon 750G 5G Mobile Platform: Bce Bepcun

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcum
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcumn
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcin

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcin
Snapdragon X12 LTE Modem: Bce Bepcum

Snapdragon X55 5G Modem-RF System: Bce Bepcun
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Snapdragon X62 5G Modem-RF System: Bce Bepcum
Snapdragon X65 5G Modem-RF System: Bce Bepcun
Snapdragon XR1 Platform: Bce Bepcuu
Snapdragon XR2 5G Platform: Bce Bepcun
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: BCe Bepcm

SSG2125P: BCe Bepcm

SW5100: Bce Bepcm

SW5100P: Bce Bepcun

SXR1120: BCe Bepcun

SXR1230P: BCe Bepcumn

SXR2130: BCe Bepcnu

SXR2230P: BCe Bepcuun

SXR2250P: BCe Bepcumn

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun
WCD9326: BCe Bepcum

WCD9335: Bce Bepcum

WCD9341: Bce Bepcnm

WCD9370: Bce Bepcuu

WCD9375: Bce Bepcum

WCD9380: Bce Bepcuu

WCD9385: Bce Bepcum

WCD9390: Bce Bepcum

WCD9395: Bce Bepcum

WCN3615: Bce Bepcun

WCN3660B: Bce Bepcin

WCN3680: Bce Bepcun

WCN3680B: Bce Bepcin

WCN3910: Bce Bepcun

WCN3950: Bce Bepcun

WCN3980: Bce Bepcun

WCN3988: Bce Bepcun

WCN3990: Bce Bepcun
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WCN6740: BCce Bepcun
WCN6755: BCce Bepcun
WCN7860: Bce Bepcun
WCN7861: BCce Bepcun
WCN7880: Bce Bepcun
WCN7881: BCce Bepcun
WSA8810: Bce Bepcuu
WSA8815: BCe Bepcum
WSA8830: Bce Bepcuu
WSA8832: Bce Bepcuu
WSAB835: Bce Bepcum
WSA8840: Bce Bepcum
WSA8845: Bce Bepcun
WSAB845H: Bce Bepcim

KaTeropwsi ysi3BMMOro NpoaykTa: TenekoMMyHMKauvioHHOe 0bopyoBaH/e
Cnocob skcnnyaTaumm: HekoppekTHasi MpoBepKa BXOAHbBIX AaHHbIX.

MocneacTeua SKCrnnyataumu: BbinonxeHme Npon3BOJ/IbHOIo KoJa

PekoMeHZaLmm Nno yCTpaHeHuH: laHHas ya3BUMOCTb YCTPaHSaeTcst oduLManbHbIM NaTyeM BeHAoPa. B CBA3M CO CNoXMBLLECA 06CTaHOBKOWM
M BBEAEHHbIMW CaHKUMAMK NpoTnB Poccninckon deaepalimm pekoMeHayeM yCTaHaBA1BaTb 0OHOBAEHWA NPOrpaMMHOro obecrnedeHs

TONBbKO MOC/E OLEHKM BCEX COMYTCTBYHOLLIMX PUCKOB.
OueHka CVSSv3: 7.8 AV.L/ACL/PR:L/UIN/S:U/C:H/I:H/AH
BekTop ataku: JlokanbHbIn
B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET
[laTa BoisiBneHus / lata obHoBnenus: 2024-11-04 / 2024-11-04

CCblIKM Ha UCTOYHUK:
e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-38410
NoeHTndmkaTop nporpammHon owmnbkn: CWE-121 MNepenonHeHve bydepa B cTeke

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcn
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCA6436: BCe Bepcumn
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/ULN/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTkoe onmcaHve: BeinonHeHve Npon3BoaeHOro koga B Qualcomm chipsets
NaoeHTudwnkaTop yassumocTn: CVE-2024-38424
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme nocie 0CBOOOXAEHNA

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcn
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCA6436: BCe Bepcumn
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu




114

Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

MocneacTeuA SKCrnyataymu: BeinonHeHne Nnpon3BOZIbHOIO KoJa

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA OCI)I/ILI,I/IaﬂbeIM nat4yemMm BeHAOPa. B CBSA3M CO CIOXMBLLENCA 06CTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/ULN/S:U/C:H/I:H/A:H
BekTop ataku: /IokanbHbIiA
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTtkoe onmcaHue: OTkas B 0bcnyxmBaHum B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-33068
NoeHTndrkaTop nporpammHon owmnbkun: CWE-416 Icnonb3oBaHme nocie 0CBOOOXAEHNA

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcu
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB295P: Bce Bepcm
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCAG436: BCe Bepcum
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

Mocneactema skcnyataumm: OTkas B 06CTyXMBaHUN

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemMm BeHA0Pa. B CBSA3M CO CNOXMBLUENCS OOCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.5 AV:N/AC.L/PR:N/UI:N/S:U/C:N/IN/AH
BekTop ataku: Cetesou
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTtkoe onmcaHue: OTkas B 0bcnyxmBaHum B Qualcomm chipsets
NaoeHTudwkaTop yassumoctn: CVE-2024-38405
NoeHTndurkaTop nporpammHon owmnbkn: CWE-126 YteHne 3a rpaHnuen bydepa

YA3BuMbIn NpoaykT: Qualcomm chipsets:
AR8035: BCe Bepcun
CSRA6620: BCe Bepcumn
CSRA6640: BCe Bepcumn
FastConnect 6200: Bce Bepcu
FastConnect 6700: Bce Bepcm
FastConnect 6800: Bce Bepcn
FastConnect 6900: Bce Bepcm
FastConnect 7800: Bce Bepcu
Flight RB5 5G Platform: Bce Bepcun
MDMO9628: Bce Bepcuy
QAMB8295P: Bce Bepcn
QCA6174A: BCe Bepcun
QCA6391: BCe Bepcumn
QCA6421: BCe Bepcum
QCA6426: BCe Bepcum
QCA6431: BCe Bepcum
QCA6436: BCe Bepcumn
QCAG564A: BCe Bepcun
QCA6564AU: BCe Bepcm
QCA6574: BCe Bepcum
QCAG574A: BCe Bepcun
QCA6574AU: BCe Bepcm
QCA6595: Bce Bepcnmn
QCAB595AU: BCe BepcuM
QCA6696: BCe Bepcnmn
QCA6698AQ: BCe Bepcun
QCA8081: Bce Bepcun
QCA8337: Bce Bepcum
QCA9377: BCe Bepcun
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QCM2150:
QCM2290:
QCM4290:
QCM4490:
QCM5430:
QCM6490:
QCM8550:
QCN6024:
QCN9011:
QCN9012:
QCN9024:
QCN9274:

BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepCuu
BCe Bepcum
BCe BepCuu
BCe BepcuM
BCe BepCuu
BCe BepcuM
BCe BepcuM

QCS2290: BCe Bepcn
QCS410: Bce Bepcunm

QCS4290:
QC54490:
QCS5430:

BCe BepCuu
BCe BepCcuM
BCe BepCuu

QCS610: BCe Bepcm

QCS6490:
QCS7230:
QCS8250:
QCS8550:
QCS9100:

BCe BepCcuM
BCe Bepcuu
BCe Bepcum
BCe BepCuu
BCe Bepcum

QRB5165M: BCe Bepcnmn

QRB5165N: BCce Bepcn

QSM8250: Bce Bepcun

QSM8350: Bce Bepcumn

Qualcomm 215 Mobile Platform: Bce Bepcuu
Qualcomm Video Collaboration VC1 Platform
Qualcomm Video Collaboration VC3 Platform
Qualcomm Video Collaboration VC5 Platform
Robotics RB5 Platform: Bce Bepcun
SA4150P: BCce Bepcnm

SA4155P: Bce Bepcuy

' BCe Bepcum
' BCe Bepcuu
: BCe BepCum
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SA6145P: BCe Bepcn

SA6150P: BCe Bepcum

SA6155P: Bce Bepcn

SA8145P: Bce Bepcum

SA8150P: Bce Bepcn

SA8155P: Bce Bepcn

SA8195P: BCe Bepcm

SA8295P: BCe Bepcn

SA8530P: Bce Bepcum

SA8540P: Bce Bepcn

SA9000P: Bce Bepcum

SD 8 Gen1 5G: Bce Bepcn

SD660: Bce Bepcm

SD67/0: Bce Bepcnm

SD865 5G: Bce Bepcumn

SD888: Bce Bepcum

SDX55: Bce Bepcun

SDX61: BCe Bepcy

SG8275P: Bce Bepcumn

SM4125: Bce Bepcun

SM6370: BCe Bepcun

SM7250P: Bce Bepcun

SM7315: BCe Bepcun

SM7325P: BCe Bepcun

SM8550P: BCe Bepcun

SM8635: BCe Bepcun

SM8750: Bce Bepcun

SM8750P: Bce Bepcun

Smart Audio 400 Platform: Bce Bepcumn
Snapdragon 4 Gen 1 Mobile Platform: Bce Bepcun
Snapdragon 4 Gen 2 Mobile Platform: Bce Bepcuu
Snapdragon 439 Mobile Platform: Bce Bepcuu
Snapdragon 460 Mobile Platform: Bce Bepcnn
Snapdragon 480 5G Mobile Platform: Bce Bepcuu
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Snapdragon 480+ 5G Mobile Platform (SM4350-AC): Bce Bepcum
Snapdragon 660 Mobile Platform: Bce Bepcuu

Snapdragon 662 Mobile Platform: Bce Bepcinn

Snapdragon 670 Mobile Platform: Bce Bepcuu

Snapdragon 680 4G Mobile Platform: Bce Bepcum

Snapdragon 685 4G Mobile Platform (SM6225-AD): Bce Bepcun
Snapdragon 690 5G Mobile Platform: Bce Bepcuu

Snapdragon 695 5G Mobile Platform: Bce Bepcum

Snapdragon 710 Mobile Platform: Bce Bepcuu

Snapdragon 750G 5G Mobile Platform: Bce Bepcum

Snapdragon 765 5G Mobile Platform (SM7250-AA): Bce Bepcun
Snapdragon 765G 5G Mobile Platform (SM7250-AB): Bce Bepcuu
Snapdragon 768G 5G Mobile Platform (SM7250-AC): Bce Bepcuu
Snapdragon 778G 5G Mobile Platform: Bce Bepcuu

Snapdragon 778G+ 5G Mobile Platform (SM7325-AE): Bce Bepcuu
Snapdragon 780G 5G Mobile Platform: Bce Bepcuu

Snapdragon 782G Mobile Platform (SM7325-AF): Bce Bepcuu
Snapdragon 7c+ Gen 3 Compute: BCe Bepcum

Snapdragon 8 Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 8 Gen 3 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 1 Mobile Platform: Bce Bepcun

Snapdragon 8+ Gen 2 Mobile Platform: Bce Bepcun

Snapdragon 865 5G Mobile Platform: Bce Bepcuu

Snapdragon 865+ 5G Mobile Platform (SM8250-AB): Bce Bepcun
Snapdragon 870 5G Mobile Platform (SM8250-AC): Bce Bepcuu
Snapdragon 888 5G Mobile Platform: Bce Bepcuu

Snapdragon 888+ 5G Mobile Platform (SM8350-AC): Bce Bepcun
Snapdragon AR2 Gen 1 Platform: Bce Bepcum

Snapdragon Auto 5G Modem-RF: Bce Bepcuu

Snapdragon W5+ Gen 1 Wearable Platform: Bce Bepcuu
Snapdragon X12 LTE Modem: Bce Bepcun

Snapdragon X55 5G Modem-RF System: Bce Bepcum
Snapdragon X62 5G Modem-RF System: Bce Bepcun
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Snapdragon X65 5G Modem-RF System: Bce Bepcum
Snapdragon XR1 Platform: Bce Bepcunn
Snapdragon XR2 5G Platform: Bce Bepcuu
Snapdragon XR2+ Gen 1 Platform: Bce Bepcunn
SSG2115P: Bce Bepcm

SSG2125P: BCce Bepcm

SW5100: Bce Bepcum

SW5100P: Bce Bepcuy

SXR1120: BCe Bepcnm

SXR1230P: BCe Bepcuu

SXR2130: BCe Bepcnu

SXR2230P: Bce Bepcumn

SXR2250P: BCe Bepcuun

TalynPlus: Bce Bepcun

Vision Intelligence 400 Platform: Bce Bepcun

WCD9326:
WCD9335:
WCD9341:
WCD9370:
WCD9375:
WCD9380:
WCD9385:
WCD9390:
WCD9395:
WCN3615:

BCe Bepcuu
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu
BCe Bepcuu

WCN3660B: Bce Bepcum

WCN3680:

BCe Bepcn

WCN3680B: Bce Bepcum

WCN3910:
WCN3950:
WCN3980:
WCN3988:
WCN3990:
WCN6740:

BCe BepCcUn
BCe BepCUn
BCe Bepcuu
BCe BEpCUn
BCe BepCun
BCe BEpCUn
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WCN67/55:
WCN7860:
WCN7861:
WCN7880:
WCN7881:
WSA8810:
WSA8815:
WSA8830:
WSAB832:
WSA8835:
WSA8840:
WSAB845:

BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCcuM
BCe BepCuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe BepCuu
BCe Bepcuu
BCe Bepcuu

WSA8845H: Bce Bepcm
KaTeropwus ysi3BMMOro npoaykra: TesekoMMyHKaLMOHHOe 000pyA0BaHe
Cnocob skcnnyaTaumm: HekoppekTHas NpoBepKa BXOAHBLIX AaHHbIX.

Mocneactema skcnyataumm: OTkas B 06CTyXMBaHUN

PekoMeHaaLMN MO YCTPaHEHNIO: [aHHagd YA3BMMOCTb YCTPaHAETCA od)mumaﬂbem nat4yemM BeHAOPa. B CBS3M CO CNOXMBLUENCS 0OCTaHOBKOM
N BBEeAEHHbIMW CaHKLUMAMK MPOTKB Poccnickow CDeﬂ,epaumm pekomMeHdyeM yCTaHaB/IMBaTb 0bHOBNEHMA MpPoOrpaMMHOro obecneyeHus

TONIbKO MOC/IE OLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.
OueHka CVSSv3: 7.5 AV:N/AC.L/PR:N/UI:N/S:U/C:N/IN/AH
BekTop ataku: Cetesou
B3avmogelicTBme ¢ nonb3osatenem: OTCyTCTByeT
[JlaTa BbiaBneHuna / [lata ooHoBnenus: 2024-11-04 / 2024-11-04

CCbINIKN Ha UCTOYHNK:

e http://docs.qualcomm.com/product/publicresources/securitybulletin/november-2024-bulletin.html
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KpaTtkoe onucaHue: BeinonHeHe npon3soibHOro koda B Siemens InterMesh Subscriber Devices
NoeHtngmkaTop ys3smumocTtn: CVE-2024-47904
NaeHTndmkaTop NporpaMmMHoi owmnbkun: CWE-266 HekoppekTHOe HasHaueHue npusmunermi

YAa3BuMbIN NpoaykT: Siemens InterMesh Subscriber Devices:
InterMesh 7177 Hybrid 2.0 Subscriber: o sepcin 8.2.12
InterMesh 7707 Fire Subscriber: no sepcin 7.2.12

KaTeropwsi ysi3BMMOro npoaykTa: TenekoMMyHMKauvioHHOe 0bopyoBaHme
Cnocob akcrnnyaTaumm: He onpegeneHo
MocneacTBua aKCNAyaTaLmm: BeinoaHeHe Npor3BOIbLHOIO KOAa

PekomeHAaLMK MO yCTPaHeHWO: [laHHasA yA3B1MOCTb YCTPaHSAETCA oduLanbHbIM NaTyem BeHAopa. B CBA3M CO CNOXMBLUECH OOCTaHOBKOM
1 BBeAEHHbIMU CaHKUMAMY NPOTUB Poccuiickor ®eaepaumin pekoMeHayeM yCTaHaBNBaTb 0OHOBAEHWS MPOrPaMMHOro obecneyeHns
TONIbKO MOC/IE OLLEHKM BCEX COMYTCTBYHOLLMX PUCKOB.

OueHka CVSSv3: 7.8 AV:L/AC.L/PR:L/UIN/S:U/C:H/I:H/A:H
BekTop ataku: JlokanbHbIn

B3avMozelcTBme ¢ nosib3osatenem: OTcyTcTByeT

[JlaTa BbigBneHuna / [lata obHoBneHus: 2024-10-31 / 2024-10-31
CCbINKM Ha NCTOYHUK:

e http://cert-portal.siemens.com/productcert/html/ssa-333468.html
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KpaTtkoe onucaHue: BeinonHeHne nponssoibHOro koda B Siemens InterMesh Subscriber Devices
NaoeHTudwkaTop yassumoctn: CVE-2024-47901

NaoeHTudurkaTop nporpaMmHon owwmnbkm: CWE-78 HekoppekTHas HelTpannsaumns cneunanbHblX 31eMEHTOB, NCMOIb3yeMblX B CUCTEMHBIX
KOMaHzax (BHeapeHve komaHz OC)

Yassumbln NpoaykT: Siemens InterMesh Subscriber Devices:
InterMesh 7177 Hybrid 2.0 Subscriber: o sepcin 8.2.12
InterMesh 7707 Fire Subscriber: no sepcin 7.2.12

Kateropus ysa3BMMOro npogykra: TenekoMMyHVKaLoHHoe 060pyaoBaHme
Cnocob akcrnnyataumm: OTnpaska cneuyanbHO COOPMUPOBAHHbBIX AaHHbBIX.
MocneacTsma skcnyaTaumm: BoinmoiHeHe Npor3BOALHOMO KOAa

PekoMeHZaLmu No yCTpaHeHWto: laHHas ya3BUMOCTb YCTPaHAeTCs odurLIManbHbIM MaTyeM BeHA0Pa. B CBA3M CO CIOXMBLUECA 06CTaHOBKOWM
N BBEAEHHbIMI CaHKLMAMK MPOTNB Poccuiickon @esepalini pekoMeHayeM yCTaHaBNBaTb OOHOBIEHVA MPOrPaMMHOro obecrneyeHums
TO/IbKO MOC/IE OLIeHKI BCEX COMYTCTBYHOLLIX PUCKOB.

OueHka CVSSv3: 10.0 AV:IN/AC:L/PR:N/UEN/S:C/C:H/IIH/AH
Bektop ataku: CeTeBou

B3anmogelicTBure ¢ nonb3osatesieM: OTCyTCTBYET

[JaTa BoisBneHus / lata obHoBnenus: 2024-10-31 / 2024-10-31
CCbINKM Ha NCTOYHKK:

e http://cert-portal.siemens.com/productcert/html/ssa-333468.html




